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A Cuide to Balanée your'Digital Life -~

Objectives of Cyber Health Promotion

+ Provide awareness to general public regarding the various Cyber related incidents

+ Elucidate Health Effects of Cyber Health incidents
+ How to prevent Cyber Health Incidents to promote healthy life
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Common Cyber related Incidents
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What is Cyber Bullying
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ybercrime that uses th

0 harass or stalk a person.
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What is Morphing

ing the pictures of the
tools available online.
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What is Cyber Fraud
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Other Common Cyber Incidents

[ * Online h \ hhﬂh}gﬂﬁenswe messages
via email or other tex fing to a person.

ng someone from an online group
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« Impersonation/Identity theft: Itis an act of fraudulently or
dishonestly making use of the electronic signature, password
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Why do people indulge in
Cyber Incidents?

VICTIMS OF
BULLYING

| REVENGE

MAKING

\ BOREDOM VIONEY

' LONELINESS/
ISOLATION
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~ Following redressal steps to
address issues related to Cyber Health

1 IDENTIFY THE ISSUE

CONTACT THE PLATFORM A
. ON'WHICH INCIDENT OCCURED Y |

| ((3)) SEEK MEDICAL HELP IF REQUIRED }
DOCUMENT EVIDENCE ({4 ]
5 )) SEEK SUPPORT FROM TRUSTED
FAMILY MEMBER OR FRIENDS
REACH T TOTHE CONGERNED PG
AUTHORITIES
7)) CONSIOER AUDDISCLSS
LEGAL ACTIONS
SPREAD THE EXPERENCE/ (%Y
INFORMATION FOR AWARENESS §
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Promotion and Prevention of
Cyber Bullying

+ Share your experience with trusted adults
* Report abuse like spam, harassment to the concerned authorities

* Always keep your all social media accounts private
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Promotion and prevention of
Cyber Stalking

+ Never share your correct/accurate details like name, address, phone
number etc. to strangers online

+ Always share your trip to your trust one while travelling alone in cabs

+ Don't advertise your location/hangouts anywhere that you are away
from home

+ Be careful while sharing information on viogs

+ Never meet a stranger alone, whom you know online

Promotion and prevention of
Cyber Morphing

* Never share your pictures to strangers on any social media platform

+ Never auto-connect to open Wi-Fi networks in public places

* Never share your mobile devices with strangers

+ Always use strong PIN code for your mobile devices which is tough to
predict

+ Keep your social media accounts private/locked
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Promotion and prevention of
Cyber Fraud
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+ Beware of Jobs scams/ Money Scams/ Lottery frauds

# Check your bank statements on regular basis and if you found any
unauthorized transaction report to concerned authorities

* Do not download mobile apps from any unauthentic source or

through the links received on e-mail

* Check the text messages from your banks regularly to detect any

unwanted digital/financial frauds
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Addressing Health Issues of
cyber Related Incidents

Ensure to communicate with trusted adults/friends:
It Lightens up your mind, provide guidance and make
others aware about the incident

Practicing mindfulness : Practice mindfulness to avoid
mind wavering and increase one’s ability to relax and
manage stress

Time spent on any device should not be more than 30
minutes: To avoid hoping from one app/site to

-

National Cyber Crime Reporting portal- CALL@1930

-

Seeking Counselling services for mental and physical
ailments
* Tele MANAS-National Mental Health
Programme of India CALL@14416
+ Esanjeevani- National Telemedicine Service
(Consult Doctor/Specialist virtually)
https://esanjeevani.mohfw.gov.in/#/patient/signin
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Cyberbullying in India reaches alarming highs as more
than 1in 3 kids face cyber racism, sexual harassment, and
threats of physical harm as early as at the age of 10 -
making India the number 1 nation for reported

cyberbullying in the world,”

Salroe, BE% ol Indiar ctillden have esparsnced cybiegrbullviog: Resor - Hindustan Times

58% Women Have
Faced Online
Harassment Ranging
From Rape & Death
Threats To Abuses.
The survey,
conducted ahead of
the international
Day of Girl Child
2020, polled 14,000
girls and young
women aged 15 to
25 in 22 countries
including Brazil,
India, Nigeria, Spain,
Thailand and the
US.
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Few Cyber Incidents in
Digital Newspaper

Bhopal: Family of 4 committed suicide after cyber
hacking, theft; requested for collective cremation in
suicide letter

Sauren. hipa:forganissr o802 0T BIET4/b I| stalEhapal-family -of-cdmmitisd-auldide-a tae
Cybias-hics :1'5-.|'|r.I-I|lr'h-.-|'1}'r:-.I-I-'.l-.'.--.L-IIHI_'IH-I sl con/!

Cyber sextortion: Railway staffer dies by suicide, Police
said that they recovered a note from the deceased
person’s pocket describing how he was being extorted and
blackmailed and was left with no choice but to take his life.

Soura: hitpasfindisnexpress comianickinibesimumbaticybes-sexionion-raihway-stafor-diss-by-auinide-
itree-toaked-AST 7 1257

Beware, Cyber Con Calling! How Elderly Mumbai Couple Lost Rs 4
Crore PF scam
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Saurce: hiips!lwww imesroynens. com/mimbalseware-cyber-con-caling how-eldedy-mimbal-coliple-tosi-
re-d-crore-pl-srameatiole- 104717731

A viral deepfake video of actress Loan Apps Harass
Rashmika Mandanna has brought Women With
the spotlight on the unsettling Morphed Parn Pics
world of Al deepfakes and the St hpE Awyerdty camvindla

- nenssrashmika-mendannas-doee pakoe-
perils of the unregulated access of  loarapp=mamhiagwomens-pics-
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the growing Artificial Intelligence 4557
(Al).
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Laws on Cyber Incidents In India under
IPC & IT ACT 2005

» Sec.66A — Sending offensive messages through communication service, ete.
* Sec.66C - Identity Theft

» Sec. 66D — Cheating by personation by using the computer resource

* Sec.66E — Violation of privacy

» Sec.67B = Punishment for publishing or transmitting of material depicting
children in any sexually explicit act, etc. in electronic form

 Sec, 65- Tampering with computer source documents
e Sac, 67-Publishing information which is obscene in electronic farm
» Sec. 68- Failure/refusal to comply with orders
» Sec. 69 - Failure/refusal to decrypt data

» Sec. 70- Securing access or attempting to secure access 1o a protected system

» Sec.72 —Breach of confidentiality and privacy
« 5ec.503 Indian Penal Code (IPC) — Sending threatening messages through emall

o Sec. 506 IPC-Punishment for criminal intimidation. If threat be to cause death or
grievous hurt, etc

* Sec, 507 IPC- Criminal intimidation by an anonymous communication

* Sec.509 IPC — Word, gesture or act intended to insult the modesty of a woman
# Sec. 499 |PC —Sending defamatory messages through email

» Sec 500 IPC — Emall Abuse

o Sec. 354 A IPC-Sexual harassment and punishment for sexual harassment,

» Sec, 354 D |PC - Stalking
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Initiatives taken by Indian govt

The Digital Personal Data Protection Bill, 2023

Ministry: Electronics and Information Technology

The bill involves the storage and processing of any critical
information related to people only in India,

Source:The Digital Personal Data Protection Bill, 2023 (prsindia.org)

Cyber Swachhta Kendra : seen by the Ministry of Electronics and Information
Technology secure cyber space by detecting botnet infections in india and to
notify, enable cleaning and securing systams of end users so as to prevent further
infections.

Source: (Cyber Swachhta Kendra (csk.govin)

National Cyber Security Policy-2013-to build a secure and resilient cyber space for
citizens, business and governments.

Source: ( National Cyber Security Palicy [1).pdf {meity.gov.in))

| Cyber Crime Portal for reporting of Cyber Crime.
Source: (https://eybercrime_govin/)

IT Rules 2021: released under section B7 of the IT Act, 2000 for Social-Media,
Digital Media, and OTT platforms.
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POCSO Act 2012 ; The protection of children from sexual offences act, 2012. Act to
protect children from offences of sexual assault, sexual harassment and
pornography and provide for establishment of Special Courts for trial of such
offences and for matters connected therewith or incidental thereto.

https://www.indizcode nicin/bitstraam/123456789/3318/1 fsexualoffencea2012-32 pdf
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